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YnbTBaHe 3a MHCTaIMpaHe Ha
codpTyepa 3a M3rnosi3BaHe Ha
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1. OTmBaTte Ha MeHTO System — Administration — Synaptic
Package Manager (¢wur.1).

Live session user & i Mon Feb 16, 1:14 PM

QAppIications Places Systeme e

x Preferences

ﬁ_@; Administration  » %J\S Authorizations

© Help and ﬁ Hardware Drivers
Help and Support

& About GNOME

q About Ubuntu

. : Hardware Testing

'j'_ Install

m Language Support
Quit... @ Login Window
% Network

“?l Network Tools

:@ Partition Editor

H Printing
Services

@ Software Sources

ﬁ Synaptic Package Manager

@ System Log Install, remove and upgrade software packages
Systemn Monitor
@ Time and Date

% Update Manager
5 Users and Groups

dwur. 1
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2. Lllle ce oTBOpM Npo3opeubT oT ¢ur.2. B Hero nsbupate Settings —
Repositories.

synaptic Package Manmager

File Edit Package Settings Help

¢ “% Preferences @
Reload  Mark A Repositories Properties Search

“& Filters —
All Installed Version | Latest Wen|—
Base System e an 2.4.6-3ubl| |
Base System (restri Toolbar 3 2.4.6-3ubl
Communication [] 4% abiword-help 2.4.6-3ubl
Cross Platform [] «Z abiword-plugins 2.4.6-3ubl
Development []4% abiword-plugins-gnome 2.4.6-3ubl
Development (restri| | |[] <3 acct 6.4~prel;
Cocumentation =] =

— i [»)
(4] I [+

- Mo package is selected.
[ Sections l
[ Status l
[ arigin l
[ Custom Filters l
[ Search Results l
013 packages listed, 1138 installed, 0 broken. 0 to installjupgrade, 0 to remove

dwur. 2
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3. Llle ce oTBOpK Npo3opeusbT oT dhur.3. Tpabsa aa ce yBepuTte, ye
Community-maintained Open Source software (universe) e
n3bpaH. AKo He e, ro usbuparte n Hatuckate Close.

ware Sources

Ubuntu Software | Third-Party Software | Updates |Authenticatian |Stati5tic5|

Downloadable from the Internet

Canonical-supported Open Source software (main)

M Community-maintained Open Source software I[universe]lé

Proprietary drivers for devices (restricted)
[] Software restricted by copyright or legal issues (multiverse)

Source code

Cownload from: | Main server =

Installable from CD-ROM/DVD

Cdrom with Ubuntu 8.04 'Hardy Heron'
[ officially supported
Restricted copyright

dwur. 3
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4. Ha ¢wur.4 nsbuparte 6ytoH Reload. Cnep ToBa HaTuckate 6yTOHa
Search.

Synaptic PFackage Marager,

File Edit Package Settings Help

¢ 5 2

Reload  Mark All Upgrades Apply Properties Search
All —| s Package Installed Version  Latest Venr|
Amateur Radio (univ| ||[f}  2vcard 0.5-2
Base System [ 3270-common 3.3.4p6-3
Base System (restri M  3dchess 0.8.1-13
Base System (unive| | [}  adigits 0.8-1
Communication § 4gs 1.0-3
Cornmunication (un [  &tunnel 0.11rc2-2 ||}
Cross Platform =T D
(«] | [»)

: Mo package is selected.

[ Sections l
[ Status l
[ Crigin l

Custom Filters

[ Search Results l

24402 packages listed, 1138 installed, 0 broken. 0 to installjupgrade, 0 to remove

dur. 2

5. Cnea HaTuckaHe Ha 6yToHa Search we ce oTBOpM NpPO30pyETO OT
dwur. 5. B Hero BbBexaaTe pcscd n HaTuckate Search.

Search: [pcscd 'l

Look in: l Description and Mame & l

‘ ogancel ‘ I @gearch l

dwur. 3
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6. LLle 6baeTe BbpHaTKU B Npo3opeua oT ¢ur. 6. TaMm nsbmuparte naketa
pcscd, HaTuckaTe geceH 6yTOH Ha MULIKATa BbpXy KBagpaTyeTo
oTnpea npea nakerta u n3buparte Mark for Installation.

Synaptic Package Manager.

File Edit Package Settings Help

G ) oY

Reload  Mark All Upgrades Apply Properties Search

All S Package Installed “ersion Latest Wersion

pesed libacragu 1.7.9-3
libasedrive-serial 3.5-1
libasedrive-usb 3.5-1
libecid 1.3.1-1
libgempea10 1.0.3-1
libgempca3o 1.0.3-1

1
Unrmarl

Marlk for Installation

1.4.99-1ubunt

Mark for Reinstallation

: drivers at runtime and manage connections to the readers,
Custom Filters

A _ b
— Mark for Upgrade l_]
? Mark for Remowval art card using PC/SC B
[] | D Mark for Complete Rermoval | ) )
The parpeos o roroo ore e e pravide a Windows(R) SCard interface
[ Sections l in a very small form factor for communicating to smart cards and
smart cards readers.
[ Status ]
[ Origin l The PC/SC daemon is used to dynamically allocate/deallocate reader

[ Search Results Also contains formaticc(1) to send one or more request APDU's to a | [—

7 packages listed, 1138 installed, 0 broken. 0 to installjupgrade, 0 to remove

dwur. 6
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7. Moxe 6u TpsbBa Aa MHCTanmpaTe n oNbJHUTENHU CodDTyepHU
nakeTtu. AKO e Taka, We ce OTBOpW Npo3opeubT oT dur. 7. Tam
ns3bupate anpekTHo Mark.

~ % Mark additional required changes?

a The chosen action also affects other packages.
The following changes are required in order to
proceed.

= To be installed
libeeid
libpcsclitel

dur. 7
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8. Torasa we 6baeTe BbpHaTK B Npo3opeua oT ¢pur. 8. TaM HaTuckaTe
6yToHa Apply.

Synaphic PackagerManager

File Edit Package Settings Help
& [ o1
Reload  Mark All Upgrades  Apply Properties Search

All S Package Installed Wersion | Latest VWersior

pescd @ libacr3su 1.7.9-3
libasedrive-serial 3.5-1
libasedrive-ushb 3.5-1
libecid 1.3.1-1
libgempcalo 1.0.3-1
libgempc430 1.0.3-1
] pesed 1.4.99-1ubunt
(] | [»)
Middleware to access a smart card using PC/SC —
(daemon side)

(] | M The purpose of PC/SC Lite is to provide a Windows(R) SCard interface

[ Sections l in a very small form facter for communicating to smart cards and
smart cards readers,

[ Status ]

[ origin l The PC/SC daemon is used to dynamically allocate/deallocate reader

: drivers at runtime and manage connections to the readers,

[ Custom Filters l

[ Search Results l Also contains formatice(1) to send one or more request APDU's to & ||

7 packages listed, 1138 installed, 0 broken. 3 to installfupgrade, 0 to remove; 696 kB will be used |

dwur. 8



CETN Bunrapus Al \ CE |_|
1113 Codhust b

aaskrRaHHL
6yn. LWnnueHckn npoxon Ne 18,
Ten.: 0 700 18 283
www.sep.bg

FAA LA ILIA

9. oM MHCTanaumaTa NpuKIYm, LWe ce nokKaxe rnposopeubT OT pur.9.
N36upaTe Close.

Chamges applied

@ Changes applied
Successfully applied all changes. You can close the window now.

[] Automatically close after the changes have been successfully applied

[* Details

......................................

dur. 7

10. N3nbnHsBaTe OTHOBO TOYKM OT 4 A0 9, HO TO3M NBT B NPO30pPUETO 5
BbBeXjaTe opensc.
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11. B Touka 6 nsbupate naketa opensc n naketa mozilla-opensc

(dur.10).

SynapLic Package Manager,

File Edit Package Settings Help

Custom Filters

Reload  Mark All Upgrades Apply Properties Search

All S Package Installed Version | Latest \ers

opense (]2 libpll-dev 0.2.3-2
K} mozilla-opensc 0.11.4-2ub
) opensc 0.11.4-Zub
[  openscenegraph 2.2.0-2ubur
[  openscenegraph-doc 2.2.0-2ubur
[ opensched 0.4.4-4 |
% osgal-doc 0.6.1-2
% osgcal 0.1.46-2ub
[  osgcal-doc 0.1.46-2ubl—
(1] [+]
Mo package is selected.

(«] | D

[ Sections l

[ Status l

[ Qrigin l

[ Search Results l

30 packages listed, 1141 installed, 0 broken. 0 to installjupgrade, 0 to remove
dur. 8
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12. U3nbnHgaBaTe TOYKU OT 4 A0 9, 3a TPETU NbT, HO TO3U NbT B
nposopyeTo 5 BbBexaaTe openct.

13. B Touka 6 nsbuparte naketa openct n nanbaHsaBaTe CblUNTE onepaunm
3a MapKuMpaHe U UHCcTanumpaHe. Cnej ycnewHoTO MHCTaiMpaHe 3aTBapsTe
nposopeua Ha Synaptic Package Manager (¢dur. 11).

daclkage Manager

File Edit Package Settings Help

¢ )

Reload  Mark all Upgrades Apply Properties Search

All s Package Installed Wersion | Latest “ersion

openct 3 libetoken 0.3.9-7ubuntu
B  libopenctl 0.6.14-2 0.6.14-2
[  libopenctl-dbg 0.6.14-2
= libopenct1-dev 0.6.14-2
[  openct 0.6.14-2
[+] [»]
Mo package is selected.

(] I D

Sections

Status

Custom Filters

|
|
Origin ]
|
|

[ Search Results

S packages listed, 1181 installed, 0 broken. 0 to installjupgrade, 0 to remove

dwur. 11
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14. 3a pa nsnonseate ceptudukaTta cu B Mozilla Firefox, Tpsabsa aa
HacTpouTe 6pay3epa. OTtBapsTe Firefox n nsbupate Edit — Preferences

(dur. 12).

*J

Welcome to Ubunto 809 15T - Mozilla FHrefox

File Edit Wiew History Bookmarks Tools Help

Delete
5] select All

[ Find

Find Again

¢ Preferences

Switch Text Direction Ctrl+sShift+x

Ctri+Z
rt.ubuntu.com/8.04}

ctrl+shift+2

est Headlines =

Ctri+

Ctrl+C

ctrl4
Del

Ctri+a

Ctrl4+F
Ctrl+G

H Search l

elcome to Ubuntu 8.04 LTS!

The Ubuntu project is built on the ideas enshrined in the Ubuntu philosophy:

that software should be available free of charge, that software tools should be

Get Ubui
Stumped
help.

guw  Ubuntu |
Make you—

DN
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15. B otBOpUAunSA ce nposopey (dpur. 13) nsbupate Advaced —
Encription — Security Device.

Hretox Preferences

M=% K g oalg

Main Tabs  Content Applications Privacy Security Advanced

General | Netwnrk| Update | Encryption |

Protocols
M Use SSL 3.0 M Use TLS 1.0

Certificates
When a server requests my personal certificate:

() Select one automatically @ Ask me every time

View Certiﬁcate;] [F_!.evacaticm Listsl l Walidation l [Securitx Devices

dwur. 13
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16. B npo3opeua oT dur. 14 nsbuparte Load.

FernceTManager

Security Modules and Devices Details Value | Log In |
< MNSS Internal PKCS #11 Module | e |
Generic Crypto Services B J
Software Security Device | e |

< Builtin Roots Module - — -
Builtin Object Token [ Load l

| Unload |

[ Enable FIPS l

& oK

dwur.14

17. B npo3opeua Load PKCS#11 Device, B noneto Module Name
HanuceaTe MMETO Ha HOBUS MoAy/l. MIMeTO MOXe Aa € NPOU3BOJIHO,
npuMmepHo Charismathics Module (¢wur. 15).

oad PRCS# 11 Device

Enter the information for the module you want to add.

Madule MName: [Charismathin:s fodule ]

Maodule filename: [ ] l Browse... |

‘OCancel [ &OK l

dwur. 15
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18. Cnen ToBa HaTuckaTte 6ytoHa Browse... (pur. 15)

19. B otBOpununs ce npo3sopeu (pur. 16) otnsate B nankata /usr/lib/ n
HamupaTte dainna opensc-pkcsll.so. N3bupaTe ro n cneg Tosa
HaTuckaTe Open. LLle ce nokaxe npo3opeL, B KOUTO Tpsabea Aa
noTBbLpPAMTE, YUe UCKATE Aa Cce MHCTanupa HoBo Security Device.

=3 Choose a PK ? : - 3]
Places MName -  Modified <]
% search [ libxdgevm.so.1 12/20/2006
(@ Recently Used [] libXod86vim.so.1.0.0 12/20/2006
55 ubuntu [ libz.so.1 11/15/2007
@] Desktop [ ] libz.50.1.2.3.3 11/15/2007
L File System [ libzephyr.so.3 08/02/2007
= | ] libzephyr.s0.3.0.0 08/02/2007
L] fhome [7] onepin-opensc-pkesll.la 04/22/2008
L] 10.0 GB Media | | onepin-opensc-pkesll.so 04/22/2008
[ /boot | | openct-ifd.a 11/07/2007
L] 10.0 GB Media || openct-ifd la 11/07/2007
[E3 Documents | | openct-ifd.so 11/07/2007
[E5 Music | | opensc-pkesil.la 04/22/2008
[E5 Pictures | | opensc-pkesll.so 04/22/2008
E3 Videos | | pkes1i-spyla 04/22/2008

| e 04/22/2008 | |
& pt_chown 04/04/2008 |-
‘ Ogancel i E’—:jgpen

dwur. 16
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20. Cnea MHCTaNMpaHeTo Ha HOBOTO YCTPOMCTBO, We Ce NoKaxe
npo3opeusbTt oT dur. 17, Ha KomnTo nsbumparte OK.

5 AlErt =

@ A new security module has been installed

R ~

dwur. 9

21. Toraea we 6baeTe BbpHaTK B npo3opeua Device Manager, KOMTO
TpsibBa Aa u3rnexaa Kakto Ha ¢wur. 18. U3bupate OK.

D

E\.ii'-:':e"M"anag'er [l

Security Modules and Devices Details Value

| |
< MNSS Internal PKCS #11 Module ‘ |
Generic Crypto Services
Software Security Device ‘ |
< Builtin Roots Module
Builtin Object Token [ Load ]
| |

" Charismathics
SEPe-sign (PIN
(secondary Authent...
ACS ACR 38U-CCID 00 00
ACS ACR 38U-CCID 00 00
OpenCT reader (detached)
OpenCT reader (detached)
OpenCT reader (detached)
OpenCT reader (detached)

dwur. 18

Beue HOBOTO YCTPOMCTBO € MHCTaNIMPaHO M MOXE Aa ro U3rnon3sare.
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22. CtapTMpaHe Ha ycnyrurte 3a Yyeteua v KaprtaTta
A. lNMocTaBATe yeTeua c kaptata B USB nopTa Ha KOMMKOTbpa CU.

e AKO MHAMKaUUATA Ha YeTela NpeMura HAKONKO NbT 6bpP30 U
cnen ToBa 3aro4yHe Aa CBETU MOCTOSIHHO, 3Ha4YM KapTaTa €
roToBa 3a M3MON3BaHe M npeckayaTe Ha Touka G.

e AKO MHAMKALMATA Ha YeTela He 3ano4ye Aa CBETU MOCTOSHHO, a
caMo npemuraea, NpeMMHaBaTe Ha To4uka B.

B. OtBapaTte Gnome Terminal kaTo nsbupate meHto Applicatios
-> Accesoaries -> Terminal.

C. M3nbnHaBaTe koMaHaaTa sudo Zetc/init.d/pscsd restart

(dbur.19).

B UNEOE U= ==
File Edit Wiew Terminal Tabs Help
ubuntu@ubuntu:~% sudo /fetc/init.d/pcscd restart

# Restarting PCSC Lite resource manager pcscd [ 0K ]
ubuntu@ubuntu:~%

dwur. 19

e AKO MHOMKaAUMATA Ha 4yeTeua 3ano4yHe ga CBETU MOCTOSAHHO,
npeMnHaBaTe Ha To4yka G.

e AKO MHAMKAUMATaA Ha YyeTeua He CBeTU, a OTHOBO CaMo
npeMurea, NnpeMmHaBaTe Ha To4ka D.

D. N3nbnHaBaTe KOMaHaaTa sudo Zetc/init.d/openct start

(dbur.20).
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e T s s

File Edit Wiew Terminal Tabs Help

ubuntu@ubuntu:~% sudo /etc/init.d/openct start
Starting smart card terminal framework: OpenCTusage: ifdhandler [-Hds] [-r reade
r] driver type dewvice

-r  specify index of reader

-F  stay in foreground

-H  hotplug device, monitor for detach

-s  send error and debug messages to syslog

-d  enable debugging; repeat to increase verbosity

-1 display list of available drivers and protocols

-h  display this message

-v  display version and exit

ﬁbuntu@ubuntu:~$

dwur. 20
E. 3nbnHaBaTe KoMaHAaTa sudo openct-tool atr.

F. Cnep koMaHAaTa MHAMKauuATa Ha YeTeua 3ano4YBa Aa CBETU
MOCTOAHHO, KOETO MNOKa3Ba, Y€ KapTaTa € rotoBa 3a U3MnoJsi3BaHe.

G. Craptuparte Mozilla Firefox (ako He e 6un nycHaT), niun 3aTeBapsTe
BCUYKKM oTBopeHu Mozilla Firefox npo3opun v ctaptmupate
6pay3bpa OTHOBO.

23. 3apexpaaTe n3bpaH yeb cant, KOUTO n3nckBa ceptndukaTt. lNosgsssa ce
npo3opeL 3a BbBeXAaHe Ha naposia, KakTo e NokasaHo Ha ¢wur. 21. B To3mn
npo3opel He ce NoMnbJ/iBa HULLO, @ HanpaBo ce HaTucka 6ytoHa Cancel.

Please enter the master password for the SEPe-sion (Secondary Authenticati.

o

|
(&= ]

| QCancel

dwur. 21
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24. lNosiBABa ce npo3opeLl, B KonTo BbBexaaTe NNH koaa 3a cmapT
KapTaTa (cdwur. 22).

Please enter the master password for the SEPe-sion  [PIN].

[---ﬂ ]

‘OCancel \ QﬂOK 1

dwur. 22

25. NosesBa ce npo3opel 3a n3bop Ha cepTuduKaT 3a eNeKTpoHeH
noanuc. 3bupa ce xenaHus ceptudukaTt oT Nnagawms CNUCbK u ce
HaTucka 6ytoHa OK (dwur. 23).

This site has requested that you identify yourself with a certificate:

remote . bank.allianz.bg:443
Organization: "remote.bank.allianz.bg"

Issued Under: "GlobalSign nv-sa"

Choose a certificate to present as identification:

ESEF‘E-Sign '191e6dhb8-f991-deld-9a56-ch0f03a6f0cO [50:D7:10:0C:A0:1E:D9:08] :

Details of selected certificate:

Issued to: C=BG,ST=TEST,L=TEST.OU= Private, CWN=TEST TEST :;
TEST.UID=EGNE—_ === F=======@sepbulgaria.com.postalCode=TEST.postalAdc

Serial Number: 50:D7:10:0C:AD:1E:D9:09

walid from 11/18/2002 11:41:19 to 11/17/2012 11:41:19

Certificate Key Usage: Signing.Mon-repudiation,Key Encipherment,Data
Encipherment

Email;=====@sepbulgaria.com =

-

|1 | [} |

‘ OCancel

[ao ]

dwur. 23

26. lNMosBsiBa Ce HayanHaTa CTpaHuua Ha caunTa.



