CEIN bvnrapua AL

1113 Cocpus

6yn. lnnyeHckn npoxoa Ne 18,
Ten.: 0 700 18 283
www.sep.bg

YnbTBaHe 3a MHCTaIMpaHe Ha
codpTyepa 3a M3rnosi3BaHe Ha
SEP e-sign noa
Fedora Linux.
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| BapuaHT C non3BaHe Ha ANANIOroB PEeXXuUM

1. Craptupate nporpamMata Add/Remove Software oT MeHIoTO: System ->
Administration -> Add/Remove Software (¢wur. 1)

ﬁ.ﬁppllc.lLluna. Places [EEENE @ D
| Preferences »
& Add/Remove Software
ij Authentication
Q DBootleader

='W Live System User Fri Feb 13, 5:26 PM &b

i Help

& About GNOME

B About Fedora

B about This Computer

b Date & Time
B .
ok Frewall
B Language
== Logical Volume Management

ji' Log Out. liveuser... :§H Network
(i) shut Dewn..,

B Lock Screen

iy Network Device Control
(1 Printing

;::J Rool Password

[ stLinux Management
& senvices

2 Soltware Sources

=¥ Update System

Users and Groups

E]

I

dur. 1

2. B cneaBsawmsa npo3opel, B NoaeTo 3a TbpceHe (rope B N1sB0), 3anuceaTe
MMETO Ha nakeTta pcsc-lite n HatuckaTte 6yToHa Find. KoraTo oT ASICHO ce

noka)aT HaMepeHuTe naketu, n3buparte nakerta ,,PC/SC Lite smart card

framework and applications”, MapkmpaTe 4Yek-6okca npeg Hero u cnea

ToBa HaTuckaTte 6ytToHa Apply, KakTo € NoKasaHo Ha ¢ur. 2.

o Add/Remove Software + X

System View Flters Selection Help

‘m pesc-lite ‘ PC/SC Lite smart card framework and applications

pesc-lite-1.4.102-3.fc10 (i386)
@} All packages - :
= {27 'PC/SC Lite development files
Packi llect : :
@ ackage collections Dg || :pescelite-devel-1.4.102-3.fc10 (i386)
Q Newest packages : :
[ (= ) [PCISCLLite developer documentation

Admin tools © | ‘pcscelite-doc-1.4.102-3.fc10 (i386)

and : :

€ GNOME desktop [ (= ) [PCISCLite libraries

KDE desktop - | pesc-lite-libs-1.4.102-3.fc10 (i386)

[F] other desktops - b

The purpose of PC/SC Lite is to provide a Windows(R) | Project: ‘ Homepage

Pk XFCE desktop SCard interface in a very small form factor for G . EOth

Education communicating to smartcards and readers. PC/SC roup: : er

a_" Lite uses the same winscard AP as used under License: ‘BSD

th Fonts Windows(R). This package includes the PC/SC Lite .

I Games daemon, a resource manager that coordinates Download 5|ze.5133‘1 KB

L [ communications with smart card readers and smart Source: - Fedora 10 - 1386
ié' Graphics cards that are connected to the system, as well as '

_ other command line tools.
@ Intemet
v
& help 4 Clear || </ Apply
dwur. 2
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3. AKO MHCTanaTopa NpeasioXxn MHCTanmpaHe Ha AOMbJHUTENEH codTyep,
NOTBbpXXAaBaTe Ype3 HaTuckaHe Ha 6yToHa Install, KakTo e Nnoka3aHo Ha
dwur. 3.

4 additional packages
also have to be installed

To install pcsc-lite, additional packages also have to be
downloaded.

;u\ Middleware framework for smart card ter |_|
“~ openct-0.6.15-1.fc10 (i386)

==, OpenCT PC/SC Lite driver
“ pcsc-lite-openct-0.6.15-1.fc10 (i386)

;-a\ PC/SC Lite libraries
—— pesc-lite-libs-1.4.102-3.fc10 (i386)

=l >

&3 Help 3¢ Close Install

dwur. 3

4. Korato nakeTbT Ce UHCTanmpa, OTHOBO e 6baeTe BbpHaTU B
nposopeua oT Toyka 2. Toraea B MoJieTo 3a TbpCeEHE BbBEXaaTe ,,opensc”,
HaTuckaTe 6yToHa Find. KoraTto oT ASACHO ce nokKaXaT HaMepeHUTe NakeTw,
n3bmnpate naketa ,Smart card library and applications” n cnea Tosa
HaTuckaTe 6byToHa Apply, KakTo e rnokasaHo Ha ¢wur. 4.

=

i Add/Remove Software

- X
System View Filters Selection Help
|ﬂ | Smart card library and applications
- " opensc-0.11.6-1.fc10 (i386)
0p All packages : :
@ Package collections o :OpenscC development files

:opensc-devel-0.11.6-1.fc10 (i386)

@ Newest packages :
: ‘High performance real-time graphics toolkit

[ other desktops
“m | XFCE desktop

. Admin tools B 1| opensceneGraph-2.6.0-1.fc10 (i386)

o ; :

€ CNOME desktop o :Devel files for OpenSceneGraph

f KDE desktop .|| ‘OpenSceneGraph-devel-2.6.0-1.fc10 (i386)

§5ample applications for OpenSceneGraph

OpensC is a patkage for for accessing smart card

: Project: : Homepage
| Education devices. Basic functionality (e.g. SELECT FILE, READ ) :
; BINARY) should work on any 1SQ 7816-4 compatible Group: ESystem
; Fonts smart card. Encryption and decryption using private License: :LGPLw2+

o keys on the smart card is possible with PKCS #15 i
bt Games compatible cards, such as the FINEID (Finnish Download 5|ze.5744‘8 KB
& Graphics Electronic IDentity) card. Swedish Posten elD cards | | Source: - Fedora 10 - i386
gs): Crap!
®; nt " have also been confirmed to work.
‘Interne
&5 Help 4 clear | </ Apply

dwvr. 4
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5. AKO ce NosiBM HYXAa OT UHCTanMpaHe Ha AoNb/HUTeNneH codTyep,
noTebpxaasate c 6yToHa Install (pur. 5).

2 additional packages

also have to be installed

To install opensc, additional packages also have to be
downloaded.

,:\ Middleware framework for smart card termin
~ openct-0.6.15-1.fc10 (i386)

,:\ Common files and packaging infrastructure ft
~~ ctapi-common-1.1-4.fc9 (i386)

&5 Help 3¢ Close Install

dwur. 5

6. CneaBa cTapTupaHe Ha MHCTanupaHuTe ycnyru pcscd n openct ¢
aAMWMHNCTPATOPCKM NMpaBa. ToBa MOXe Aa CTaHe Yype3 OTBapsiHE Ha
aAMUHUCTPATMBHA KOH30/1a U U3NbJIHEHNE HAa KOMaHAUTE
»/etc/init.d/pcscd start” n ,,/etc/init.d/openct-start”.

OcBeH ToBa MOXe Aa nanonsysaTe rpadunyHma nHTepdenc 3a ynpasnieHue
Ha ycnyrute ypes nsbmupaHe Ha MeHIo
System/Administration/Services, KakTo € NoKa3aHo Ha ¢dur. 6.
N3bupaTe eaHa oT ycnyrute openct nam pcscd 1 HaTuckate 6yToHa Start
3a CTapTMpaHe Ha ycnyraTa.
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Service Configuration

Name
- T LT

Program Service Help

- ] 8 k)
Disable  Customize Start Restart Help

Remarks

'q The openct service is started once, usually when
the system is booted, runs in the background and

@ = network Bring up/down ne wakes up when needed.
® & nfs : @ This service is enabled.
i 4] nfslock . &l This.ser\.rice is stopped.
= : Description
® & nscd - Starts the Name
@ & ntpd Estart and stop nt
@ & ntpdate Eset the date anc
. openct
Q;:’ékpcscd - Daemon to acce'-!
O=§| portreserve Port reservation
® & psacct :
et | rdisc EThis is a daemon
.@E restorecond :
@ < rpcbind
IE@E rpcgssd
IEE:EIE rpcidmapd 3
e e e - [
[£1 ] _ |

7. CnepBa aa kKoHdurypupate yeb 6pay3sbpa Mozilla Firefox. U3bupaTte
MeHto Edit ->Preferences (¢ur. 7).

Welcome to Mozilla Firefox - Mozilla Firefox

Elegiew History Bookmarks Tools Help

http://fedoraproject.org/static/firefox/

|v] @~ a

i M s [E7Fedora Projectv E3Red Hatv [EjFree Contentwv
HBw 3 Fedora Project - Start Page 3¢

5] Select All Ctri+A
@4 Find Ctri+F
Find Again Ctrl+G

Welcome to Mozilla Firefox

The accompanying version of Mozilla Firefox utilizes website information
services ("Services"), such as safe-browsing features, which are
provided by the Mozilla Corporation and made available to you under
additional terms. By using the Services, you consent to the terms of the
referenced Mozilla Firefox Website Services Agreement. If you do not
agree to these terms, do not use the Services and disable the Services
in Eit = Preferences = Security and uncheck the options for both: "Tell me if
the site I'm visiting is a suspected attack site" and "Tell me if the site
I'm visiting is a suspected forgery”.

websites team
Done

dwvr. 7
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8. OTBapsaTe npo3opeLla 3a HacTponkun. M3bupaTte MeHIo:
Advanced -> Encryption -> Security Devices (¢wur. 8).

Firefox Preferences

Main Tabs Content Applications Privacy Security BAGUERGTSEL

General | Network| Update | Encryption

Protocols
“|Use 55L 3.0 ¥ Use TLS 1.0

Certificates
When a server requests my personal certificate:

) Select one automatically ® Ask me every time

View Certiﬁcate;| | Rewvocation Li5t5| | Validation | | Security Devices

| :@:ﬂelp ‘ | WCIGSE‘
dwur. 8

9. OTBaps ce npo3opeubT Device manager. Hatuckarte 6ytoHa Load

(dwur. 9).

Device Manager

Security Modules and Devices Details Value
= NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device
< Builtin Roots Module
Builtin Object Token | Load |
| Enable FIPS |
<Hok
dwur. 9
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10. OTtBapsa ce npo3opeusbT Load PKCS#11 Device n B noneto Module
Name n3bupaTte MMe Ha HOBOTO YCTpPONCTBO. Cnea ToBa HaTuckaTe 6yToHa
Browse (¢wur. 10).

Load PKCS#11 Device

Enter the information for the module you want to add.

Module Name: |"13hﬁ'fiﬂrﬁﬁﬂhi'ﬁS Module |

Module filename: | | | Browse... '

|°Cancelll @GK |

dwur. 10

11. UN3bupaTte danna Zusr/lib/opensc-pkcsll.so n HaTuckaTe byToHa
Open (¢ur. 11).

Choose a PKCS#11 device to load

ENEEm
Places Name ~ | Modified ?|
ﬂ Search I IRASS.50.1L.U.U EUBJU‘HZUUU
@ Recently Used |-| libXt.s0.6 509104,{2008
- |- libXt.s0.6.0.0 509{04,(2008
& liveuser . :
|~] libXtst.50.6 1022172008
& Desktop . :
|7 libXtst.50.6.1.0 1022172008
[_] File system ) :
) |- libXv.s0.1 :09/04/2008
(=) CD-RW/DVD+RW Drive _ :
Q |7 libXv.50.1.0.0 509104,{2008
/ _ [ libXxf86dga.s0.1 -07/15/2008
(=] 10.0 GB Media ) :
= || libXxfg6dga.s0.1.0.0 :07/15/2008
oot :
/ ) |- libXxfabmisc.s0.1 -07/15/2008
(=] 10.0 GB Media . . :
|~ libXxfaémisc.50.1.1.0 :07/15/2008
£3 Documents ) libXxf86vm.so.1 109/04/2008
& Music [ libXxf86vm.s0.1.0.0 109/04/2008
& P?ctures |~| onepin-opensc-pkcsll.so EGS!GEQGGS
£3 Videos B opensc-pkesil.so 09/02/2008 [§
£3 Download [ sendmail 07/23/2008
|=| sendmail.sendmail EDH23{2008 —
|AII Files | v |
‘ € cancel ‘ l Llopen l
dwur. 11
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12. lMpo3opeusbTt Load PKCS#11 Device TpsabBa fa narnexaa Kakrto e
rnokasaHo Ha ¢wur. 12. Hatuckate 6ytoHa OK, 3a ga cb3gaaere
yCTPOWNCTBOTO.

Load PKCS#11 Device

Enter the information for the module you want to add.

Module Name: i'i_iharismathi-:s Module |

Module filename: ifusrﬂibfupensc—pkcsll.su | | Browse... |

ier:ancel"f l @GK |

dwur. 12

13. lMosaBsiBa ce gManoros nNpo3opeL 3a NoTBbpXXAaBaHe MHCTAIMPAHETO
Ha moayna. NoTebpXxaaBaTe yUpe3 HaTUCcKaHe Ha 6yToHa OK (dwur. 13).

@ Are you sure you want to install this security module?
s

Module Name: Module
Path: jusrflibjopensc-pkcsll.so
latlamzval | <Jok

dwur. 13

14. lpwn ycnewHo MHCTanMpaHe Ha MoAyJia ce nosaBsaBa npo3opeust Alert
CbC CbobLUleHMe, Ye MOAYNbT € YCNeLWwHOo UHCTannpaH. HatuckaTte 6yTtoHa
OK (cdur. 14).

ﬁ' A new security module has been installed

ok

dwvr. 14
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15. OTBapsa ce npo3opeubT Device Manager , KOUTO U3rfexaa KakTto e
nokasaHo Ha ¢wur. 15. Hatuckate 6ytoHa OK 3a 3aTBapsiHe Ha npo3opeua
n cnep toBa 6yToHa Close - 3a 3aTBapsiHe Ha Npo3opeua Ha HAaCTPOMKUTE.

&) Device Manager =

Security Modules and Devices Details Value

< NS5 Internal PKCS #11 Module Module CharismathicsModule
Generic Crypto Services Path Jusrflib/opensc-pkcs1l.so
Software Security Device

Loaa

15 profile (PIN) Unload
PKC515 profile (Secondary Auth... =
PKCS15 profile

CCID Compatible

OpenCT reader (detached)
OpenCT reader (detached)
OpenCT reader (detached)
OpenCT reader (detached)
Virtual slot

Virtual slot

Virtual slot

Virtual slot

Virtual slot

Virtual slot

Virtual slot

Virtual slot

Enable FIPS

| Sox |

dwur. 15

16. 3apexaaTte ns3bpaH yeb cant, KOUTO U3NCKBa ceptTudukaT. lNosssiBa ce
npo3opeL 3a BbBeXAaHe Ha naposia, KakTo e NokKasaHo Ha ¢wur. 16. B To3mn
npo3opey He NonbjBaTe HULLO, @ HanpaBo HaTuckarte 6ytoHa Cancel.

&) Password Required x

| Please enter the master password for the PKCS15 profile (Secondary Authen.

|
fQCanceli Q@OK |
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17. NosiBsABa ce npo3opeLl, B KoMTo BbBexaaTe NNH koaa 3a cmapT
kapTaTta (cdwur. 17).

Password Required

| Please enter the master password for the PKC515 profile (PIN).
Vs
QCanceI <ok ‘
dwvr. 17

18. MosaBsaBa ce npo3opel 3a M360p Ha cepTUdUKAT 3a eNeKTPOHEH
noanuc. 3bupate xenaHus ceptudukaTt OT Nagawms CNMCbK M HAaTUCKaTe
6yToHa OK (dwur. 18).

2) User Identification Request X

This site has requested that you identify yourself with a certificate:
remote.bank.allianz.bg:443

Organization: "remote bank.allianz bg"

Issued Under: "GlobalSign nv-sa"

Choose a certificate to present as identification:

PKCS15 profile (PIN):0cd0dfb5-c37d-4af5-83b9-c6161955dea? [5D:93:9E:15:C4:5A:A9:68] |+~

Details of selected certificate:

Issued to: C=BG,5T=Plovdiv,L=Plovdiv,OU=MN Private, CN=Plamen Kostadinov [2]
Gribachev, UID=EGNE=TT"=55" E==mme=—===([@sepbulgaria.com,postalCode=4001 postalAdc |
3, =" 0|D.2.5.4.20=00359 893 300 079 '

Serial Number: 50:93:9E:15:C4:5A:A9:68

Valid from 03/25/2009 10:09:27 to 03/24/2012 10:09:27

Purposes: Client,Sign,Encrypt

Certificate Key Usage: Signing,Non-repudiation, Key Encipherment,Data Encipherment ||
Iel::aﬁcel ' | <ok |
dwur. 18

19. NosiBSIBa ce Ha4yanHaTa CTpaHMua Ha caiTa.

10
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11 BapuaHT C non3BaHe Ha KOMAaHAEH CKpUNT

1. Craptuparte KoH30/1a terminal n ce noresate C root npasa.
2. lsanucearte cnegHuTe KOMaHAHU pefoBse:

yum -y install opensc openct pcsc-lite
/etc/init.d/pcscd start
/etc/init.d/openct start

3. NpeMnHaBaTe KbM KOHPUrypaumns Ha yeb 6pay3bpa Mozilla Firefox
cnegBaviky MHCTpPyKumsita B T. I.

11



